SafeStone Technologies PLC s
a global leader in security
systems management providing
organizations with secure access
controls across the extended
enterprise, enabling effective
management and compliance of
the corporate IT and e-business
infrastructure.

SafeStone solutions are enterprise-
wide providing policy compliance,
auditing facilities, vulnerability
assessment, infrusion detection,
user access management and
web access control.

Developed from over 15 years of
specialized experience in the IT
security marketplace, SafeStone’s
solution suite is comprised of
the award-winning DetectiT for
the iSeries 400 and AxcessIT
which delivers secure access
and Web-based control for
the enterprise.
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SafeStone's AxcessIT provides
locked-down, granular security
control for mixed computing
environments while delivering
simple, easy-to-use functionality
for deployment, administration
and maintenance. Your security
personnel can perform all
functions from any browser-
enabled platform in  the
enterprise. AxcessIT modularity
allows you fo grow info new
functionality easily and painlessly.

Everyone using secured data and
applications becomes much
more productive. Security is less
cumbersome to administer, and
users quickly login  without
juggling mulfiple passwords and
burdening the help desk to figure
out which one they forgot or
misplaced. Meanwhile, corporate
information assets are protected
from theft, deliberate abuse and
inadvertent access and error.
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SafeStone’s AxcessiT Advantages

* Centralized security policies are enforced

across the entire organization.

® Roles are quickly and easily assigned to users.

®* Browser access enables administration of

security using a Java-enabled browser from

any platform within the enterprise.

® Work Flow control removes unwanted paper
frails, authenticating requested actions and
maintaining online audit of all documentation.

®* Web Access Management controls who
can come into your organization via your
Intfernet portal to gain access to your

legacy based systems.

® LDAP directory services ensure fast retrieval
and integration of basic user information.

¢ Multi-platform access control through
encrypted communications.

Password synchronization eliminates
multiple passwords for individual users in
a heterogeneous environment.

Real-time security information for each
platform. Security decisions are implemented
in real time, so that administrators are
confident that they are dealing with

current security information.

Modular security components let you
expand fto your specific needs.

Scaleable Architecture facilitates
implementation and growth.

AxcessIT

Provides an easy

inferface to

manage how
security settings are enabled and
implemented. You control simple
parameters, such as password
lengths, as well as cryptographic
algorithms and key lengths. Al
settings are controlled through a
browser interface and policies
can be created and embedded
in your enterprise with a simple
point and click.

SafeStone’s
AxcessIT Resource
Manager frees

up valuable IT
resources, makes
life easier for users
across the enterprise
and helps to lock
down security for
all your networked platforms. You
can significantly reduce costs in
terms of risks of security breaches,
increased productivity and
automating tasks.

Role Management
enables administrators
to quickly create,
modify and delete any role
facilitating fast integration of
employees, business partners
and customers. Distinct roles are
mapped to existing job functions
and their access authority so that
new employees can be brought
on quickly and departing
or changing employees are
modified accordingly.

To leverage the

utilization of existing

user information,
SafeStone’s AxcessIT Resource
Manager provides facilities to
import and export data. Existing
directory services can be utilized
to store this data and, via
AxcesslT Resource Manager,
make this data available to
other applications. Where
necessary, sensitive information
is encrypted to ensure integrity
and confidentiality.
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AxcesslT recognizes
the desirability to
control security
from a central point. By organizing
the administrative structure
within AxcessIT, central control
is maintained throughout the
system via the Policy
Management and selected
security management tasks
can be delegated to local
administrators empowering
them with the ability fo manage
users at a local level. These
delegated tasks include resource
provisioning via the Role and
Password Management aspects
of the product.

Making full use

of the Roles that

have been defined
within SafeStone’s AxcessIT you
can provision user access rights
to your systems and applications.
Moving personnel from one job
function to another is performed
effortlessly by a simple drag and
drop operation. Powerful
templates enable users to have
accounts defined for each
system and application, which
are then combined fogether
within AxcessIT for granular
control. New users can be
jump-started into action with
immediate results. Removing
access is available af the
click of a button and full audit
trails are kept for reporting
and analysis.

AxcesslT allows

you o, on a

selectable and
granular basis, synchronize alll
passwords associated with a user
across the whole heterogeneous
enterprise - they can use the
same password throughout the
system. The process is elegantly
implemented utilizihg LDAP
user information and the Role
Manager database. No passwords
ever travel in clear text over your
networks. The ability to reset
and control passwords at local
levels, coupled with a powerful
self-service mechanism, reduces
password related calls to your
help-desk by up to 95% and
provides increased productivity,
reduced costs and ROl benefits.

AxcessIT Work Flow
Management
option removes
the need to ever
fill out another paper-based form.
Requests can be performed
online, delivered to the relevant
people, and authenticated online
with real-time user identification.
The complete end-to-end
process can now be totally
automated, increasing turn-round
time, productivity and security.

Every transaction
processed within
AxcesslT Resource
Manager is logged in the Audit
Manager database where each
audit record is digitally signed
for authenticity. Authorized
users can view or print reports
through a browser at any point
in the enterprise.




