
DetectIT has achieved the maximum
5 Star Award by Secure Computing 
Magazine “All in all, this is a 
very comprehensive system of
which we have only just scraped
the surface. If you are using
AS/400’s, while you  may already
have some security either 
from  OS/400 or  from other 
security applications, none that 
we have  so far seen, deliver 
security and management as 
comprehensive as DetectIT.”

SafeStone’s product quality and 
all the company procedures 
are audited by BVQI external 
auditors twice a year to ensure
conformance. DetectIT has been 
registered with BS EN ISO9001 
and TickIT for quality since 1993.
TickIT is awarded to companies
who follow a quality software 
development process.

SafeStone’s software is also 
protected by an Escrow 
arrangement, currently lodged 
with the NCC under 
agreement 5609.

SafeStone Technologies PLC is 
a global leader in security 
systems management providing
organizations with secure access
controls across the extended
enterprise, enabling effective 
management and compliance of
the corporate IT and e-business
infrastructure.

SafeStone solutions are enterprise-
wide providing policy compliance,
auditing facilities, vulnerability
assessment, intrusion detection,
user access management and
web access control.

Developed from over 15 years of
specialized experience in the IT
security marketplace, SafeStone’s
solution suite is comprised of 
the award-winning DetectIT for 
the iSeries 400 and AxcessIT 
which delivers secure access 
and Web-based control  for 
the enterprise.
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SafeStone’s DetectIT eliminates security 
exposures while greatly enhancing security 
management and access efficiency for 
the IBM iSeries 400 (AS/400). Administrators
gain precise control over systems and 
interdependent security environments.
Automated, easy-to-use interfaces provide
simple, centralized control of iSeries 400 
networks, profiles and users.You spend less
time struggling with complex procedures 
and more time delivering secure data 
and applications to your enterprise.

DetectIT automates time-consuming tasks,
centralizes iSeries 400 security control across 
networks of iSeries 400’s, manages how 
other platforms access the iSeries, and 
provides granular security for objects,
applications and databases.

• Easy implementation of security policies 
• Quick and intuitive graphical user interfaces

(GUI’s) allow easy administration
• Seamless integration of the best technology

available to provide enterprise-wide 
security for multiple operating systems,
applications and databases

• Central control of access and security 
with remote delegation capabilities 
via Local Security Administrators

• Modular, cost-effective system
• OS upgrades do not affect the DetectIT

deployment

Manage Your IT Security Policy for the 
iSeries with

Powerful Benefits

DetectIT
Client/ Server
controls how

requests received from client
machines are processed on
your iSeries 400. It monitors 
all the exit points for requests 
generated by different types 
of servers by creating a 
separate Client/Server security 
environment and overcoming 
any conflicts with the authority 
processing in the iSeries 400 
legacy system.

• Control how clients access 
critical data on the iSeries 400

• Control all server tasks, ODBC,
DDM and DRDA file accesses 
and data queue applications

• Control TCP/IP access, FTP file
transfers, remote commands 
and REXEC

• Activate a file monitor on 
the iSeries 400 to keep a
close watch on sensitive files

Client/Server
Control

DetectIT
interfaces with
a number of
complementary

enterprise security systems
including Symantec’s Enterprise
Security Manager (ESM) and
Intruder Alert, RSA’s SecurID®,
and J.D. Edwards through 
QSoftware’s Aquila. With these 
systems, DetectIT can secure
the entire enterprise, from
the iSeries 400 to  the desktop.

Advanced 
Integration for 
Mulit-Platforms

Security systems often
lack the flexibility to
mirror the way you

work, making it difficult to
reflect the security requirements
of different departments and 
workgroups. By design,
DetectIT Access Control 
provides enhanced flexibility,
customization and centralized
control.

• Subdivide iSeries 400’s to 
flexibly manage separate
security environments

• Enroll users on multiple 
iSeries 400’s with single 
sign-on capability

• Synchronize passwords 
and profiles 

• Customize time-out, active 
sessions, password control
and profile control for each
security environment

• Delegate tasks to “local 
security administrators”
without compromising 
central control of security 

• Comprehensive interrogation
• Automated activation,

suspension and deletion 
of profiles

• Increase access security
levels with RSA SecurID*

• Easily manage profiles
• Simplify administration
* DetectIT and RSA Security

provide the only two-factor
user identification and
authentication solution 
for the iSeries 400.

Access
Control

Every 
organization
needs to
define security

policy and then monitor and
manage compliance with 
that policy. DetectIT Examiner
automatically checks 
compliance of iSeries 400 
settings against a pre-defined
policy.

• Create new policies without 
programming or SQL skills

• Templates included for 
standard 
or recommended policies

• Add new policy groups as 
new functions to the iSeries
400 are added

• Flexible reporting for 
corporate-wide, group 
or item compliance

Examiner Policy
Compliance 
Control

DetectIT Audit
and Monitor 
helps simplify

the process of extracting and
examining activity data on 
the iSeries 400.

• Total monitoring of all system  
activities, security violations,
breaches and unauthorized
events

• Monitor all security messages
• Monitor specific profiles 
• Monitor files and objects 

for changes
• Automated alerts
• Interrogate files for any 

field-level changes
• Filtered, summary and

detailed audit reports
• Event-driven reporting 

enterprise-wide
• Print audit reports
• User-friendly GUI 

Audit &
Monitor Control

®

DetectIT provides total confidence that 
systems are properly protected.
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In order to meet the needs of 

complex and changing security 

environments, DetectIT is modular 

by design.  Each module provides 

distinct security control, and  

they integrate into a seamless, 

complementary, impassable layer.


